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Introduction



Defining Sensitive Information

Tier 0: Public Information

Tier 1: Business Information

Tier 2: Confidential Information

Tier 3: Restricted Information

https://its.unc.edu/files/2016/01/STANDARD-Information-Classification.pdf



Defining Sensitive Information

https://its.unc.edu/files/2016/01/STANDARD-Information-Classification.pdf

• Tier 2: Confidential Information is the default classification of 
University information until determined otherwise. Confidential 
Information includes information which the University is required 
by law, regulation, contract, policy, or other governing 
requirement to keep confidential.

• Tier 3: Restricted Information: includes any information that the 
University has a contractual, legal or regulatory obligation to 
safeguard in the most stringent manner. Unauthorized disclosure 
or loss of this information may require notification. 



IRB Data Security Requirements

https://research.unc.edu/files/2017/02/DataSecurityLevels_I_through_III_20170222.pdf

Level 1 (should be) and Level 2 (must be) protected by:

1. Password complexity

2. Secure network

3. Endpoint protection

4. Patch management

5. Lowest level of privilege



IRB Data Security Requirements

https://research.unc.edu/files/2017/02/DataSecurityLevels_I_through_III_20170222.pdf

Level 3 (must also) be protected by:

6. Encryption

7. Vulnerability Scanning

8. Information Security Control Standard



Best practices for storing and sharing SI



HIPAA



Course Competencies
You will learn how to maintain the privacy and security of 

Protected Health Information (PHI) in the University

Health 
Insurance 

Portability and 
Accountability  
Act (“HIPAA”) 

Privacy and 
Security Rules

Recognize 
situations in 
which PHI can 
be mishandled 

or lead to a 
breach

Understand the 
Identifiers that 

create PHI

Protect the 
privacy and 
security of 

PHI



History: HIPAA Privacy & 
Security Rules

1996: HIPAA (Health Insurance Portability and Accountability Act) 
enacted; mandates protection of a type of sensitive information known as 
protected health information (PHI).

2003: Covered Entities must comply with the HIPAA Privacy Rule 
requirements for safeguarding PHI.

2005: Covered Entities must comply with the HIPAA Security Rule 
requirements for safeguarding PHI in electronic format (“ePHI”).

2009: HITECH Act (Health Information Technology for Economic and 
Clinical Health) expands the Privacy and Security Rules.  

2013: Omnibus Rule issued.  Implements the requirements of the 
HITECH Act. 



Why does HIPAA apply to the 
University?

The University is a hybrid “Covered 
Entity” because certain units furnish, 
bill, receive payment for health care 
services, or may have access to PHI in 
the normal course of business. 

Covered University Units 
(“CUUs”), and their faculty, 
staff, students, volunteers and 
others working in these units 
(employees), that use or disclose 
PHI must comply with HIPAA.



Protected Health Information (PHI)

PHI is any information that can be used to identify an 

individual – whether living or deceased*– that relates to the 

individual’s past, present, or future physical or mental health 

condition, including health care services provided, and payment 

for those services.

*HIPAA protects the PHI of a deceased individual for 50 

years following death.



What does PHI look like?

It is the responsibility of ALL University staff, 
faculty, student, volunteer or other individual 
granted access to PHI including YOU, to 
protect the privacy and security of PHI in ALL 
forms.

Written Spoken
Electronic



PHI Identifiers
1. Names (including initials)

2. Geographic subdivisions (smaller 
than a state) 

3. Dates (except year)

4. Telephone numbers

5. Fax numbers

6. E-mail addresses

7. Social Security numbers (full or 
partial)

8. Medical record numbers

9. Health plan beneficiary numbers

10. Account numbers

11. Certificate/license numbers

12. Vehicle identifiers/ serial numbers

13. Device identifiers/ serial numbers

14. Web URLs 

15. IP address numbers

16. Biometric identifiers (fingerprints 
or voiceprints)

17. Full face photographs or images

18. Any other unique number, code, or 
characteristic that can be linked to 
an individual

If any 1 of these 18 identifiers 
exists in connection with a 
person’s health information, it is 
PHI and must be protected.

Note: If ALL 18 identifiers are 
removed for the person AND 
the person’s relatives, 
household members, & employers,  
then the information does not 
have to be protected.



Access to PHI is for Business Only

If you access or disclose PHI without the person’s 
written authorization OR a job-related reason for doing 
so, you are violating University policy and HIPAA.

You may only access, use, or disclose PHI when this 
access is part of your job duties.



Viewing and Accessing PHI for 
Unauthorized Reasons is Prohibited

Accessing PHI of someone involved in a divorce, separation, break-up, or custody 
dispute may be an indication of intent to use information for personal 
advantage and will be considered by the University when determining 
disciplinary action.

It is never acceptable for you to look at PHI “just 
out of curiosity,” even if no harm is intended, e.g., 
retrieving an address to send a ‘get well’ card, or 
looking up an acquaintance’s diagnosis.
There is no difference if the information relates 
to a “high profile” person or a close friend or family 
member – ALL information is entitled to the 
same protection and must be kept private.



Improper Use of PHI is Prohibited

Improper use or disclosure of PHI presents risks of

• Identify theft
• Invasion of privacy
• Harm 
• Embarrassment 

to students, faculty, staff, patients, and the 
University. 



Disciplinary Action

If you violate HIPAA or University policy, 
you will be subject to appropriate 
disciplinary action as outlined in the 

University’s policies, standards, and guidelines. 

You may also be subject to criminal or civil penalties.



Report Potential Compromises Immediately

Your responsibility is to report a potential 
compromise to your supervisor AND one 
of the following:

• your HIPAA Privacy Liaison
• your Information Security Liaison
• the Chief Privacy Officer
• the Chief Information Security Officer
• the Office of University Counsel

Faculty, staff, volunteers, students, or contractors of the University may 
not threaten or take any retaliatory action against an individual for 
exercising his or her rights under HIPAA or for filing a HIPAA report or 
complaint.

If PHI is suspected of being mishandled, lost, stolen, improperly accessed, or 
disclosed it is potentially compromised and potentially at risk  and must be 
reported immediately, even if by mistake.



Only Use or Disclose 
the PHI You Need 

When using or disclosing PHI, you must limit the amount of 
PHI to the minimum amount of information necessary to 
accomplish the intended purpose.

The Minimum Necessary Standard does not apply to PHI 
used or disclosed for treatment purposes.



Permitted Uses and Disclosures 
of PHI

HIPAA permits use or disclosure of PHI for:

• Providing medical treatment
• Processing healthcare payments
• Conducting healthcare business operations
• Public health purposes as required by law

Employees may not otherwise access or disclose PHI 
unless one or more of the following circumstances applies:

• The patient has given written authorization
• It is within the scope of an employee’s job duties
• Proper procedures are followed for using data in research
• Required or permitted by law



Research
HIPAA regulates how PHI may be obtained from a covered entity and used 
for research.  

This is true whether the PHI is completely identifiable or partially 
“de-identified in a limited data set. 

A researcher or healthcare provider is not entitled to use PHI in research without the appropriate 
documentation, including an individual patient authorization or an institutionally approved waiver 
of authorization. 

A valid HIPAA Authorization form is required even if a potential research subject has signed an 
Informed Consent Form.



NC ID Theft Protection Act
First Name or Initial and Last Name with one or more of:
• SSN or employer tax id number

• Drivers license, State identification card, or passport numbers

• Checking account numbers

• Savings account numbers

• Credit card numbers

• Debit card numbers

• Personal Identification (PIN) Code as defined in G.S. 14-113.8(6)

• Electronic identification numbers, electronic mail names or addresses, Internet account numbers, or Internet identification 

names

• Digital signatures

• Any other numbers or information that can be used to access a person's financial resources

• Biometric data

• Fingerprints

• Passwords

• Parent's legal surname prior to marriage



Purchasing Process

• Data Protection Questionnaire (DPQ)

• Risk Assessment

• Business Associate Agreement

• UCPPD review



Data Protection Questionnaire

• A Qualtrics survey required to be completed for all 
purchases that include access to data. 

• The survey may be required for access to data without a 
purchase to ensure appropriate protection of the data.



Risk Assessment



Business Associate (BA)

• Use appropriate safeguards to prevent the unauthorized access, use, or 
disclosure of PHI.

• Obtain satisfactory assurances from any subcontractors that appropriate 
safeguards are in place to prevent the unauthorized access, use, or 
disclosure of the PHI.

• Notify the University of any breach of unsecured PHI for which the BA was 
responsible.

• Protect the PHI to the same degree as the University.

A common type of BA is a company or individual outside of the University that 
creates, receives, maintains, or transmits PHI on behalf of the University.  
 Example: a cloud service provider storing electronic PHI
A BA must sign a Business Associate Agreement (“BAA”) with the 
University and adhere to the following requirements:



Business Associate Agreement 
(BAA)

•The University has template BAAs that it uses.  

•Once you obtain the signed BAA, you must submit the 
signed BAA, any supporting documents, and the underlying 
agreement to the BAA repository, available on the 
Institutional Privacy Office’s website, privacy.unc.edu 
(Onyen-protected).  

•Your unit should also retain a copy of these documents.

•If you are unsure if you need a BAA or have other questions 
regarding BAAs, please contact your unit’s Privacy Liaison.  If 
your unit does not have a Privacy Liaison, please contact the 
Institutional Privacy Office.



University Committee for the Protection of 
Personal Data (UCPPD)
UCPPD reviews and approves:

• all access, use, and disclosure of Social Security numbers 
(full or partial) at the University

• Red Flags Rules requirements

• Identity Theft program requirements



Case Study



Questions?

privacy@unc.edu

security@unc.edu

help@med.unc.edu

mailto:privacy@unc.edu
mailto:security@unc.edu
mailto:help@med.unc.edu

